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Summary

On 12 May 2026, Microsoft published a security advisory addressing a critical vulnerability
affecting Windows Server when acting as a domain controller [1]. This vulnerability allows an
unauthenticated attacker to execute arbitrary code over a network.

According to The Centre for Cybersecurity Belgium (CCB), this vulnerability is currently ex-
ploited by threat actors [2]. It is strongly recommended updating affected Windows servers as
soon as possible.

Technical Details

The vulnerability CVE-2026-41089, with the CVSS score of 9.8, is a stack-based buffer overflow
in Windows Netlogon [1].

An unauthenticated attacker could execute arbitrary code with SYSTEM privileges on targeted
domain controllers by sending specially crafted packets [3].

Affected Products

The following Windows Server versions are affected:

• Windows Server 2012 / 2012 R2
• Windows Server 2016 (prior to 10.0.14393.9140)
• Windows Server 2019 (prior to 10.0.17763.8755)
• Windows Server 2022 (prior to 10.0.20348.5074)
• Windows Server 2022 23H2 (prior to 10.0.25398.2330)
• Windows Server 2025 (prior to 10.0.26100.32772)

Additional information is available in the vendor’s advisory [1].
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Recommendations

It is recommended updating affected Windows Server asset as soon as possible.
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