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Summary

On 17 March 2026, Microsoft updated one of its January 2026 security advisories related to a
remote code execution vulnerability in Microsoft SharePoint [1]. Specifically, Microsoft raised
the CVSS score and changed the FAQ section to indicate that the vulnerability could be exploited
by an unauthenticated attacker. This vulnerability was added in the CISA's Known Exploited
Vulnerabilities (KEV) catalogue on 18 March 2026 [2].

Additionally, three further RCE flaws affecting Microsoft SharePoint were addressed in the
March 2026 release [3,4,5].

CERT-EU strongly recommends updating SharePoint servers as soon as possible, prioritising
internet-facing assets. CERT-EU also encourages IT administrators to take necessary remedia-
tion actions.

Technical Details

The vulnerability CVE-2026-20963, with a CVSS score of 9.8, is an unauthenticated remote
code execution vulnerability in Microsoft SharePoint. The flaw is due to deserialisation of un-
trusted data [1].

Affected Products

The vulnerability affects Microsoft SharePoint Server Subscription Edition, Microsoft SharePoint
Server 2019 and Microsoft SharePoint Enterprise Server 2016.

Additional information is available in the vendor’s advisories [1,3,4,5].



Recommendations

CERT-EU strongly recommends updating SharePoint servers as soon as possible, prioritising
internet-facing assets.

While no additional information is available and considering the Sharepoint exploitation cam-
paign in 2025 for which we have issued a security advisory 2025-027 [9], CERT-EU recommends
IT administrators, as a precautionary measure, to apply the same remediation steps once the
concerned servers are up-to-date, namely:

« Enable the Antimalware Scan Interface (AMSI) in enable Full Mode [7].
» Deploy an EDR solution.
» Rotate SharePoint Server ASP.NET machine keys [8] and restart IIS using iisreset.exe .

It is also advised to conduct a compromise assessment on internet-facing assets.
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