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Summary

Fortinet FortiClient for Windows is subject of a local privilege-escalation vulnerability [1]. The
vulnerability has received CVE number CVE-2020-9291 [1, 3].

Technical Details

The vulnerability, discovered by Lasse Trolle Borup of Danish Cyber Defence, allows a local user
to gain elevated privileges by exhausting the pool of temporary file names combined with a
symbolic link attack [2]. This vulnerability can be exploited locally. The attacker should have
authentication credentials and successfully authenticate on the system. Currently there is no
exploit publicly available.

Affected Products

This vulnerability affects Fortinet FortiClient for Windows version 6.2.1 and earlier.

Recommendations

Upgrade to FortiClient for Windows version 6.2.2 or above.

In case upgrade is not possible, the vulnerability can be mitigated by restricting access to af-
fected computers only to trusted individuals.
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