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Summary

A critical vulnerability affecting Mozilla Firefox has been been disclosed [1]. The vulnerability
identified as CVE-2019-17026 allows attackers to write to and read from memory locations
that are off-limits, and could lead to information disclosures, security bypass and crashes. This
vulnerability is actively being exploited in the wild.

Technical Details

This vulnerability is a type confusion in the IonMonkey Just-in-Time (JIT) compiler for Spider-
Monkey [2]. It could occur when a resource is accessed as a type that is different and incompat-
ible with the original one. Depending on the type confusion, an attacker could disclose sensible
information or cause crashes by accessing memory locations that are off-limits.

Products Affected

This vulnerability actually affected the following products:

• Firefox prior 72.0.1
• Firefox ESR prior 68.4.1

Recommendations

As this vulnerability is under active exploitation, it is highly recommended to update to the
latest version of Firefox or Firefox ESR.
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