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Summary

A server-side template injection vulnerability has been discovered in Confluence Server and
Data Center, in the Widget Connector. An attacker able to exploit this issue could achieve path
traversal and remote code execution on systems that run a vulnerable version of Confluence
Server or Data Center [1].

Technical Details

The Widget Connector macro in affected version of Atlassian Confluence Server allows remote
attackers to achieve path traversal and remote code execution on a Confluence Server or Data
Center instance via server-side template injection [2].

Products Affected

Atlassian Confluence Server affected versions include:

* before version 6.6.12 (the fixed version for 6.6.x),

e from version 6.7.0 before 6.12.3 (the fixed version for 6.12.x),
e from version 6.13.0 before 6.13.3 (the fixed version for 6.13.x),
e from version 6.14.0 before 6.14.2 (the fixed version for 6.14.x).



Recommendations

Atlassian recommends that you upgrade to the latest version (6.15.1). For a full description of
the latest version of Confluence Server and Data Center, see the Release Notes [3]. You can
download the latest version of Confluence from the Atlassian website [4].

The versions of Confluence Server that address the issues:

e Confluence Server and Data Center versions 6.15.1 can be be downloaded from [4].
* Confluence Server and Data Center versions 6.6.12, 6.12.3, 6.13.3 and 6.14.2 can be be
downloaded from [5].

If upgrading is not possible, see relevant instructions [6].
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