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Summary

On September 14, Citrix released a Security Bulletin [1] to address a critical security issue
identified in Citrix ShareFile storage zones controller. If the vulnerability identified as CVE-
2021-22941 is exploited, it could allow an unauthenticated attacker to remotely compromise
the storage zones controller [1].

Citrix recommends to upgrade the affected product as soon as possible.

Technical Details

The vulnerability is tracked as CVE-2021-22941 and no technical details were shared by Citrix
at the initial publication of the Security Bulletin.

Products Affected

All currently supported versions of Citrix ShareFile storage zones controller before 5.11.20 are
affected by this issue.

Recommendations

This issue has been addressed in the following versions of Citrix ShareFile storage zones con-
troller:

• ShareFile storage zones controller 5.11.20 and later versions

Update is available [1, 2]. CERT-EU recommends to update the affected product as soon as
possible.
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