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Summary

On 26th of March 2018, Sophos released a security advisory concerning Sophos Mobile and
Sophos Mobile Control [1, 2]. This critical vulnerability could allow an unauthenticated user
to access the administration console or the self-service portal of Sophos Mobile.

Technical Details

There is not much details from Sophos available outside of the fact that a successful exploitation
of the vulnerability could allow an attacker to bypass authentication to the administration panel
of the portal, and that no attacks have been observed at the time of this writing.

Products Affected

All version of Sophos Mobile and Sophos Mobile Control prior to 8.0.7 are affected by the
vulnerability.

Recommendations

For all version higher than 6.0 , the patch is available on the Sophos License Portal.

For version 5.1 and earlier, Sophos provides instructions how to upgrade to an up-to-date
version [3].

Workarounds

There are no known workarounds that address this vulnerability.
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